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Purpose of this document: Describe the steps for each feature in the Computerised 
Transaction Record System (CTR). 

 

*The feature names of the CTR system will be in accordance with the most current user 
requirements from the Drug Office. 
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1 Introduction 
This guide is intended to help license traders effectively use the CTR system for creating 

and managing antimicrobial transactions in accordance with regulatory requirements. 

Inside this manual, users will  find step-by-step instructions, best practices, and 

troubleshooting tips to facilitate easy navigation of the system. This guide is designed to 

deepen understanding and optimize platform experience. 
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2 User Management   

2.1 User Types  

Within the CTR system, Licensed traders will have three types of system roles:     

Role and 
Responsibilities  

Authorised User  
(AU) 

Alternative 
Authorised User  
(AAU) 

Company User 
(CU) 

Description  Authorised User 
hold responsibility 
of all submitted 
records and require 
ensuring 
transactions are 
submitted 
promptly. This role 
shall be placed by 
managerial 
positions.  

Alternative 
Authorised User acts 
as a Company user 
normally. However 
Authorised User can 
transfer his/her role 
to Alternative 
Authorised User; 
Alternative 
Authorised User also 
allows to claim 
Authorised User role. 

Company user has 
the right to enter 
create transaction 
draft and require 
submitting them for 
approval by 
Authorised User. 

Transfer of 
Authorised User 
ownership right to 
Alternative 
Authorised User 

Y N N 

Right to be 
transferred as 
Authorised User 

N Y N 

Basic Maximum 
Number of user 
per Licensed 
Trader 

1 2 3 

Create new 
transaction draft 

Y Y Y 

Approve 
transaction draft 

Y N N 

Make change to 
approved 
transactions 

Y N N 

View, search & 
export all 
transaction 
records of own 
company 

Y Y Y 

View notification Y Y Y 
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2.2 How to Register an Authorised User Account 
The user Management module covers the journey of what it takes for the Licensed 
Traders to register on the CTR system and how to log into the system.  

 

2.2.1 Registering Authorised User Account  

This section covers how License Traders can register an account on CTR.  

Step 1 9ũŔĦťШљÉŔŊŰШƨƓШŰŸƽњШŔŰШƣőĲШũŸŊŔŰШƓċŊĲ 

Step 2 Fill in valid company information:  

a) License Number (XX/YY/ZZZZ or ML-01234) 

b) Business Registration Certificate Number (12345678-XXX) 

9ũŔĦťШљ ĲǂƣњЮ 

Step 3 Verify company information and upload supplementary document(s):  

Business Registration Certificate (PDF/JPEG with less than 10MB)  

Organisational e-Certification ыìŔƣőШŉŔũĲШĲǂƣĲŰƚŔŸŰаШљЮƓΝΞњь [Optional]  

Fill in e-Cert PIN after e-Cert is uploaded. 

Step 4 Fill in Personal Information:  

a) Name (same as ID Card)  

b) Job Title  

c) Create User ID (for login purpose) 

d) Phone Number  

e) Organisation User Email (same as the one in e-Cert)  

f) Fax Number (Optional) to call  

Step 5 Verify the filled information. 

Step 6 Read & Accept Terms and Conditions. 

Step 7 Wait for a confirmation email with a submission reference code. 
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2.2.2 User Registration т Creating New Password  

This section covers how to create a password for CTR account once the registration is 
approved.  

Step 1 §ŰĦĲШƖĲŊŔƚƣƖċƣŔŸŰШŔƚШċƓƓƖŸƻĲĬЯШĦũŔĦťШљ9ƖĲċƣĲШÂċƚƚƽŸƖĬњШŉƖŸůШƣőĲШƖĲĦĲŔƻĲĬШ
email.  

Step 2 Input new password twice and ĦũŔĦťШљÉƨĤůŔƣњЮ 

*Password must be a minimum of 8 characters with a mix of uppercase 
letters, lowercase letters, numbers and symbols* 

Step 3 Click "Login" to return to the login page and use your new password. 
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2.3 User Login  
This section covers how registered and approved users can log into CTR via 2-Factor 
Authentication. There are 3 approaches: One-Time Password, e-certification,  and iAM 
Smart authentication.  

Approach 1:  2 Factor Authentication (Login with One Time Password) 

Approach 2:  2 Factor Authentication (Login with e-Certification) 

Approach 3:  Login with iAM Smart. 

 

2.3.1 Login with One Time Password/ e-Certification 

This section explains logging in using a One-Time Password (OTP) or e-Certification. 

Step 1 fŰƓƨƣШÖƚĲƖШf?ШċŰĬШÂċƚƚƽŸƖĬЯШĦũŔĦťШљxŸŊŔŰњЮ 

Step 2 Select one of the two factor authentications. (Method a/b) 

2a.    9őŸŸƚĲШљ§ŰĲШÑŔůĲШÂċƚƚƽŸƖĬњШŔŰШƣőĲШpage. 

1. EŰƣĲƖШΣШĬŔŊŔƣƚШ§ŰĲШÑŔůĲШÂċƚƚƽŸƖĬШы§ÑÂьШƖĲĦĲŔƻĲĬШŔŰШƨƚĲƖќƚШƖĲŊŔƚƣĲƖĲĬШ

email. (e.g. 123456) 

2. If haven't received OTP yet, click "Resend OTP (30s)" to request a new 

one. 

After 6 digits are entered, page will be redirected to landing page 

automatically.  

2b.    9őŸŸƚĲШљĲ-9ĲƖƣњШŔŰШƣőĲШƓċŊĲШыĲ-Certification) 

1. Upload e-Cert File [*Must be an PKCS#12 (.p12) file]. 

2. Enter e-Cert PIN. 

3. 9ũŔĦťШљxŸŊŔŰњШċŰĬШĬŔƖĲĦƣШƣŸШũċŰĬŔŰŊШƓċŊĲЮ 
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2.3.2 Login with iAM Smart  

This section explains how to log in using iAM Smart. 

Step 1 9ũŔĦťШљxŸŊŔŰШƽŔƣőШŔ ~ШÉůċƖƣњЮШ 

Step 2 Redirect to login with iAM Smart page.  

Step 3 Scan the QR Code: 

1. Open the iAM Smart app on your mobile device. 

2. 9ũŔĦťШљÄÅШĦŸĬĲШƚĦċŰŰĲƖњ in the app and scan the QR code displayed 

on the website. 

Step 4 Direct to Landing page: 

4a.  If there is only one company associated with the account, the user will 

be automatically directed to the landing page. 

4b. If there are two or more companies linked to the same iAM Smart 

account, the user should select the desired one first. 
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2.4 User Login т Forgot Password 
This section covers how can user login and retrieve their account when the password is 
forgotten. 

Step 1 9ũŔĦťШљ[ŸƖŊŸƣШÂċƚƚƽŸƖĬњШŸŰШƣŸƓШŸŉШƓċƚƚƽŸƖĬШĤŸǂ. 

Step 2 Fill in the required information:  
a) User ID  
b) EůċŔũШыƨƚĲƖќƚШƖĲŊŔƚƣĲƖĲĬШĲůċŔũШċĬĬƖĲƚƚьШ 

Step 3 Pop up message will inform user a Reset Password email has been sent. 

Step 4 9ũŔĦťШљÅĲƚĲƣШÂċƚƚƽŸƖĬњШŉƖŸůШƣőĲШreceived email.  

Step 5 fŰƓƨƣШŰĲƽШƓċƚƚƽŸƖĬШƣƽŔĦĲЯШċŰĬШĦũŔĦťШљÉƨĤůŔƣњЮ 
*Password must be a minimum of 8 characters with a mix of uppercase 
letters, lowercase letters, numbers and symbols*  

Step 6 After the pop-up message and email are displayed, the reset password can 
be used to log in. 
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2.5 User Login т Forgot User ID  
This section covers how users can retrieve their account when they forget their User ID. 

Step 1 9ũŔĦťШљ[ŸƖŊĲƣШÖƚĲƖШf?њШŸŰШƣŸƓШŸŉШƣőĲШÖƚĲƖШf?ШĤŸǂ.  

Step 2 Pop up message will inform user to contact Drug Office with authorised email 
to recover the username. 
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2.6 Landing Page  
This section shows what functions are there on the landing page of different user types. 

2.6 (1) Authorised user 

 

2.6 (2) Alternative Authorised User/ Company User 
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2.7 User: Account Settings  

This section covers what functions are there in settings.  

2.7 (1) My Profile   

This page contains personnel information as well as the information of their respective 
company. The status of iAM Smart authentication is also seen. Only certain information 
(Job title/ Phone Number/ Fax number) can be edited. To modify the other information, 
please contact Drug office. 
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2.7 (2) Change User Password  

User can change their password in account settings. Users first enter their current 
password then enter the new password twice to confirm change of password. User will 
be redirected to login page to login again after the password is changed.  

*Password must be a minimum of 8 characters with a mix of uppercase letters, 
lowercase letters, numbers and symbols* 
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2.7 (3) Bind with iAM Smart  

Users can bind to iAM Smart account to allow login with iAM Smart rather than One Time 
Password or e-Cert after successful binding.  

2.7 (3a) Binding  

Step 1 9ũŔĦťШљ7ŔŰĬШƣŸШŔ ~ШÉůċƖƣШŰŸƽњЮШ 

Step 2 Redirect to login with iAM Smart page.  

Step 3 Scan the QR Code: 
1. Open the iAM Smart app on your mobile device. 
2. 9ũŔĦťШљÄÅШĦŸĬĲШƚĦċŰŰĲƖњ in the app and scan the QR code displayed 

on the website. 

Step 4 After the pop-ƨƓШůĲƚƚċŊĲШċŰĬШĲůċŔũШċƖĲШĬŔƚƓũċǃĲĬЯШƨƚĲƖќƚШċĦĦŸƨŰƣШŔƚШĤŸƨŰĬШ
ƚƨĦĦĲƚƚŉƨũũǃШƣŸШљŔ ~ШÉůċƖƣњЮ 
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2.7 (3b) Unbinding  

Step 1 [ƖŸůШƣőĲШƚŔĬĲШůĲŰƨШŸŉШ ĦĦŸƨŰƣШÉĲƣƣŔŰŊƚЯШĦũŔĦťШљ7ŔŰĬШǃŸƨƖШљŔ ~њШƣŸШċĦĦĲƚƚШ
ƓċŊĲШŸŉШÖŰĤŔŰĬШǃŸƨƖШљŔ ~ШÉůċƖƣњЮ 

Step 2 9ũŔĦťШћÖŰĤŔŰĬШљŔ ~ШÉůċƖƣњШŰŸƽќЮ 

Step 3 After the pop-ƨƓШ ůĲƚƚċŊĲШ ċŰĬШ ĲůċŔũШ ċƖĲШ ĬŔƚƓũċǃĲĬЯШ ƨƚĲƖќƚШ ċĦĦŸƨŰƣШ ŔƚШ
ƨŰĤŸƨŰĬШƚƨĦĦĲƚƚŉƨũũǃШƣŸШљŔ ~ШÉůċƖƣњЮ 
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2.7 (4) Bind with e-Cert  

Users can bind to e-Cert to allow login with e-Cert rather than One Time Password or iAM 
Smart after successful binding.  

2.7 (4a) Binding 

Step 1 From the side menu of Account Settings, cũŔĦťШћ7ŔŰĬШǃŸƨƖШљĲ-9ĲƖƣњќ. 

Step 2 Upload your e-Cert file. 

Step 3 Fill in your e-Cert Pin. 

Step 4 Click љÉubmitњЮ 

Step 5 After the pop-ƨƓШůĲƚƚċŊĲШċŰĬШĲůċŔũШċƖĲШĬŔƚƓũċǃĲĬЯШƨƚĲƖќƚШċĦĦŸƨŰƣШŔƚШĤŸƨŰĬШ
ƚƨĦĦĲƚƚŉƨũũǃШƣŸШљe-CertњЮ 
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2.7 (4b) Unbinding 

Step 1 From the side menu of Account Settings, cũŔĦťШћ7ŔŰĬШǃŸƨƖШљĲ-9ĲƖƣњќ. 

Step 2 9ũŔĦťШћÖŰĤŔŰĬШǃŸƨƖШљĲ-9ĲƖƣњШŰŸƽќ. 

Step 3 After the pop-ƨƓШ ůĲƚƚċŊĲШ ċŰĬШ ĲůċŔũШ ċƖĲШ ĬŔƚƓũċǃĲĬЯШ ƨƚĲƖќƚШ ċĦĦŸƨŰƣШ ŔƚШ
ƨŰĤŸƨŰĬШƚƨĦĦĲƚƚŉƨũũǃШƣŸШљĲ-9ĲƖƣњЮ 
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2.7 (5) Server Token  

Authorised users can generate/ terminate/ regenerate a one-time server token of 128 
number digits for API connection to authenticate requests. 

2.7 (5a) Generate Token 

Step 1 Access Account Settings, click љ]ĲŰĲƖċƣĲШÉĲƖƻĲƖШÑŸťĲŰњШŉƖŸůШƣőĲШƚŔĬĲШůĲŰƨЮ 

Step 2 Click the green "Generate Token" button to create a one-time server token 

consisting of 128 characters. 

* Token can only be copied after pressing the "Copy" button. 

* Token will not be displayed again once the user leaves the current page. 

* Token will expire after 90 days. 
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2.7 (5b) Regenerate Token 

Token would not be displayed when user leave the page and re-enter the page again. User 
will have to regenerate a token and terminate their current one.  

Step 1 Get back to ƣőĲШљ]ĲŰĲƖċƣĲШÉĲƖƻĲƖШÑŸťĲŰњШƓċŊĲ. 

Step 2 9ũŔĦťШљÅĲŊĲŰĲƖċƣĲШÑŸťĲŰњШƨŰĬĲƖŰĲċƣőШƣőĲШƣĲƖůŔŰċƣĲШĦƨƖƖĲŰƣШƣŸťĲŰШĤƨƣƣŸŰ. 

Step 3 Confirm regeneration. 

*** New token will appear. Please copy and save again. 
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2.7 (5c) Terminate Token 

End or deactivate a token to revoke its access or functionality within the system. 

Step 1 ]ĲƣШĤċĦťШƣŸШƣőĲШљ]ĲŰĲƖċƣĲШÉĲƖƻĲƖШÑŸťĲŰњШƓċŊĲ. 

Step 2 Click љÑĲƖůŔŰċƣĲШÑŸťĲŰњ.  

Step 3 Confirm termination. 
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2.7 (6) Account Log out  

Users can sign out of account in account settings page.  

Step 1 9ũŔĦťШљÉŔŊŰШŸƨƣШċĦĦŸƨŰƣњШŉƖŸůШƣőĲШċĦĦŸƨŰƣШƚĲƣƣŔŰŊƚШƓċŊĲ.  

Step 2 Confirm sign out.  
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2.8 Authorised User: Add company user  

This section guides authorised users to add/ approve company users to the system.  

Step 1 9ũŔĦťШљÖƚĲƖШ~ċŰċŊĲůĲŰƣњШŔŰШũċŰĬŔŰŊШƓċŊĲ. 

Step 2 9ũŔĦťШљҼШ9ƖĲċƣĲШÖƚĲƖњШŸŰШƣőĲШƣŸƓШƖŔŊőƣ-hand side of the page. 

Step 3 Fill in the account information:  
a) Personnel name  
b) Job Title  
c) Phone number 
d) Company user email  
e) User ID  
f) Fax Number (optional)  

Step 4 Preview application information. 

Step 5 Submit and confirmation. 

ƓƓũŔĦċŰƣШы ĲƽШĦŸůƓċŰǃШƨƚĲƖьШƽŔũũШƖĲĦĲŔƻĲШċШљ9ƖĲċƣĲШƓċƚƚƽŸƖĬШĲůċŔũњЮ 
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2.9 Authorised User: Edit Company Account  

Step 1 In user management, select the target user on the left-hand side.  

Step 2 fŰШљ ĦƣŔŸŰњЯШĦũŔĦťШћEĬŔƣњ.  

Step 3 Edit selected information:  
Job title / Phone / Fax Number  

Step 4 Save and confirm the changed information.  
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2.10  Authorised User: Activate/ Disable User  

2.10 (1) Authorised User: Disable User 

Step 1 In active list of user management, select the target user on the left-hand side.  

Step 2 fŰШљ ĦƣŔŸŰњЯШĦũŔĦťШћ?ŔƚċĤũĲШƨƚĲƖќ. 
Need to provide reason for disabling user. 

Step 3 Provide reason for disabling user. 

Step 4 Confirm action. 

*Will have an Email Notification of Disable. 
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2.10 (2) Authorised User: Activate User 

Step 1 In disabled list of user management, select the target user on the left-hand 
side.  

Step 2 fŰШљ ĦƣŔŸŰњЯШĦũŔĦťШћĦƣŔƻċƣĲШƨƚĲƖќ. 

Step 3 Confirm action. 

Will have an Email Notification of Activation. 

If there are already three active company users, the activation will not be successful. In 
this case, a pop-up message will appear, notifying you of the limitation. 
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2.11  User Role conversion 

2.11.1 Transfer User Role (Performed by AU) 

2.11.1 (1) Authorised User (AU): Transfer User Role 

Step 1 In active list of user management, select the target user on the left-hand side.  

Step 2 fŰШљ ĦƣŔŸŰњЯШĦũŔĦťШљÑƖċŰƚŉĲƖШÅŸũĲњ. 

Step 3 Provide reasons of role transfer. 

Step 4 Confirmation 

Upon completing the role transfer, both users will be logged out of the system. They can 
log back in to view the changes in their roles, access permissions, and receive an email 
notification confirming the role transfer. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 






























































































































































