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Purpose of this document: Describe the steps for eachfeature in the Computerised
Transaction Record System (CTR).

*The feature names of the CTR system will be in accordance with the most current user
requirements from the Drug Office.



1 Introduction

This guide is intended to help license traders effectively use the CTR system for creating
and managing antimicrobial transactions in accordance with regulatory requirements.
Inside this manual, users will find step-by-step instructions, best practices, and
troubleshooting tips to facilitate easy navigation of the systemThis guide is designed to

deepen understanding and optimizeplatform experience.



2 User Management

2.1 User Types

Within the CTR system, Licensed traders will have three types of system roles:

hold responsibility
of all submitted
records and require
ensuring
transactions are
submitted
promptly. This role
shall be placed by
managerial
positions.

Authorised User acts
as a Company user
normally. However
Authorised User can
transfer his/her role
to Alternative
Authorised User;
Alternative
Authorised User also
allows to claim
Authorised User role.

Role and Authorised User Alternative Company User
Responsibilities | (AU) Authorised User (CU)

(AAU)
Description Authorised User Alternative Company user has

the right to enter
create transaction
draft and require
submitting them for
approval by
Authorised User.

Transfer of
Authorised User
ownership right to
Alternative
Authorised User

Y

N

Right to be
transferred as
Authorised User

Basic Maximum
Number of user
per Licensed
Trader

Create new
transaction draft

Approve
transaction draft

Make change to
approved
transactions

View, search &
export all
transaction
records of own
company

View notification




2.2 How to RegisterreAuthorised User Account

The wser Management module covers the journey of what it talefor the Licensed
Traders to register on the CTR system and how to log into the system

2.2.1 Registering Authorised User Account

This section covers howLicense Traderscan register an account on CTR

Stepl |90 RAt WHERNUWe GWUYs wWIRUWq@6 WG YNRUW

Step 2 | Fill invalid company information:

a) License Number (XX/YY/Z2ZZx ML-01234)

b) Business Registration Certificate Number (123456 7&XX)
9URHI Wb UFaqrlO

Step 3 | Verify company information and upload supplementary document(s)
Business Registration Certificate (PDF/JPEG with less than 10MB)
Organisational eCertification bii R a6 WWn R @ 1J WIJ §oqtidnalf RY U
Fill in eCert PIN after eCert is uploaded.

Step 4 | Fill in Personal Information:

a) Name (same as ID Card)

b) Job Title

c) Create User ID (for logirpurpose)

d) Phone Number

e) Organisation User Email (same as the one in€ert)

f) Fax Number (Optional) to call

Step 5 | Verify the filled information.

Step 6 | Read & Accept Terms and Conditions

Step 7 | Wait for a confirmation email with a submission reference code.




User Registration (P.1)

Step1: Click “Sign up now” in the login page

Welcome Back!
Login to Computerised Transaction Record

User ID* Forget Username
Password* Forgot Password

Not yet a membe

with iAM Smart

More info »

Step4: Fill in Personal Information
Create Authorised User Account

Autharised User holds respansibility of all submitted records and ensures transactions are
submitted promptly.

Information Previ

@ Company Information @ Personal Information 3

. Personnel Name @

ob Title®

User D+

Phone Number* @ 1 Fax Number

Organisation User Email* @

Back

ponpoe

=

Personnel Name (same as ID Card)
Job Title

Create User ID (for login purpose)
Phone Number

Organisation User Email

Fax Number (Optional)

To be continue from (p.2)

—

Step2: Fill in company information

with license type of

the format of

Create Authofised User Account

Autherised User hibids responsibility of all submited records and ensures transactions are
submitied promp|

@ company Infgrmation 2 Personal Information infarmation Preview

License Number *@

XXIYYIZ

Z or ML-01234

Business Registration Certificate Number @

BRC Number shall consist of 11 digits, in the format of

HOOCOUOOEY Y Back

Step3: Verify company information and upload
supplementary document(s)

Sample

Business Registration Certification (BRC):

Upload your i, Certification with high reschation ™

2039512341234

e-Cert PIN

Create Authorised User Account

Authorised User holds respensibility of all submitied records and ensures transactions are submitied
promptly.

Persanal information 3 Information Preview

o Company Information

License Number
26/2A/2010

Business Registration Gertificate Numbe

12345678-001

Organisation Name
HK Medical Trading Co . Ltd. Supplementary Document(s)
a. Business Registration Certificate

b. Organisational e-Certification (Optional)

Licanse Type
Wiholesaler (24)

ddress
RM. 1401, 14/F, WATERLOO PLAZA, 53-55 WATERLOO ROAD, YAU MA TEI, KLN

Certification (BRC):

n Certification with h stion *

Gllck or drag file to this area to upload

b,
e-Cert (Organisational)

(PDFAIPEG MB} ert File (,p12)
(@ Testing.doc pdf e
200KE =
e-Cert (Drganisational) Click or drag file to this area to upload
Uplosd Company e-Cert Fls 912) or select your file
(& ecertfile-demo p12 o
WA KE - €

Back




User Registration (P.2)

Step5: Verify the filled information

Create Authorised User Account

Authorised User holds responsibility of all submitted records and ensures transactions are
submitted promptly.

@ company information () Personal information () Information Preview

Company Information

License Number Business Regstration Certificate Number
26/24/2010 12345678-001

Organisation Name License Type

HK Medical Trading Co . Lid. Wholesaler

Address

RM. 1401, 14/F, WATERLOO PLAZA, 53-55 WATERLOO ROAD, YAU MA TEI, KLN

Organisation eCert File {.p12)

(& ecertfile-demo.p12
200 KE
Click to view

eCert Pin .
2039512341234 Optional

Business Registration Certificate (BRC) (PDF/JPEG)
& Testing doc.pdf
200 KB

Click to view

Personal Information

Personnel Name

Chan Tal Man

Job Title User ID
Manager chantaiman
Phone Number Fax Number
24528635 -

Organisation User Email
Taiman111@hkmedtrade.com

Back ‘

Click to continue

Step6: Read & Accept Terms and Conditions

A of Terms and C:

1. Introduction

The following are the terms and conditions (“Terms”) for the use of the Computerised
Transaction Record ("CTR") operated by the Department of Health ("DH") of the Government
("Govemment") of the Hong Kong Special Adminisirative Region of the People’s Republic of
China ("Hong Kong®). The Government agrees to provide the Services (as defined in Clause 3
below) and you, as the user of CTR (*User”), agree to use the Services in accordance with the
Terms.

2. Acceptance of Terms of Use

By accessing and using CTR, you agree to be legally bound by these Terms, which may be
modified and/or supplemented by the Government from time to time without prior notice to any
User. Please check the website at https://ctr.drugoffice.qov. hk/portal/ regularly for any
modification and/or supplement which may be made.

3. Services provided in CTR
a1

CTR comprises a website designed to and
dispensing data through electronic means, ensuring proper record keeping of antimicrobials
thrauahauit the sunnly chain from whalesale to end-user delivery.

Back Download as PDF

pt the above terms and conditions

Scroll to the back and Click the green button

Step7: Wait for a confirmation email v

Create Authorised User Account

Thank you
Your application is under review.

You should receive a confirmation email with a submission reference code.




2.2.2 User Registrationt Creating New Password

This section covers how to create a password for CTR account once the registration is
approved.

Stepl |[§UHRIDWI UNRY ql ¢cqRYULWRY We GGl Y21 AWHD
email.

Step 2 | Input new passwordtwice andH# i RHt WwEe2 HO Ra w10

*Password must be a minimum of 8 characters with a mix of uppercas
letters, lowercase letters, numbers and symbols*

Step 3 | Click "Login" to return to the login page and use your new password.




User Registration — Creating New Password

Step1: Once registration is approved, click “Create
Password” from the received email.

Email Template Step2: Input new password twice, and click “Submit”.

-i— Department of Health Create Password

The Government of the Hong Kong Specizl Administrative Regior

Dear <Name>,
X ) Please create a new password for your account.
Thank you for signing up! Your application has been
approved. Please create a new password for your
account by clicking the “Create Password” button. The New password*
link will expire in 7 calendar days.

1 . @
Personnel Name: Chan Tai Man

User ID: chan_tai_man

Account Role: Manager

Re-enter new password *
2

If the button doesn't show up, please use this link instead 3

For enquirers, please contact our support team at
etr_info@dh.gov.hk

Yours sincerely,
The Computerised Transaction Record System Team

Must be a minimum of 8 characters with
a mix of uppercase letters, lowercase
letters, numbers and symbols.

Step3: Click "Login" to return to the login page and
use your new password.

Email Template Pop up message after click “Submit” A4
T Department of Health Create Password
The Government of the Hong Kong Special Administrative Regior

Dear <Name>,

We are pleased to inform you that your password has
been successfully created. You may now login to your
account with your password OR

n
- Success

Your password has been created.

If the button doesn't show up, please use this link instead:
Click here to access the link

For enquirers, please contact our support team at
ctr_info@dh.gov.hk

Yours sincerely,
The Computerised Transaction Record System Team

Note

Please DO NO
information, pls

to this email. Should you need any further

_info@dh.gov.hk.

se Edge vers refox version 109, Chrome version 109,

for macOs and i0S 16.0 or above if the email content didr't show

correctly.

2025 ® Department of Health




2.3 User Login

This section covers how registered and approved users can log into CTR vi&a&tor
Authentication. There are 3 approachesOne-Time Password, ecertification, and iAM

Smart authentication.

Approach 1: 2 Factor Authentication (Login with One Time Password)

Approach 2: 2 Factor Authentication (Login with eCertification)

Approach 3: Login with iAM Smart

2.3.1 Login with One Time Passworlde-Certification
This section explaindogging in using a OneTime Password (OTP) or-€ertification.

Step 1

f UGe quwoOt U1 Wf 2We 0T WActtsYI T AWRTRAT

Step 2

Select one of the two factor authentications. (Method a/b)

2a. 96YVYH DWmEUWNWNRG Jpddec t + 5 YI T wlWRUWq
1. EUqU Wxwl RNRat WSUWWNRGUWAect 1t 5Y

email. (e.g. 123456)
2. If haven't received OTP yet, click "Resend OTP (30s)" to request a n

one.
After 6 digits are entered, page will be redirected to landing pag

automatically.

2b. 96 Y Y {-@beg s WR U LepdifiddtiB) D 1J Wi 1J
1. Upload e-Cert File [*Must be an PKCS#12 (.p12) file].

2. Entere-Cert PIN.
3. 90 RAT Wbx YRPRUwWe UT WI RI WHaqllgVY Wi ¢




Login with One Time Password/ e-Certification

Step 1: Input User ID and Password,
click “Login”.

Welcome Back!
Login to Computerised Transaction Record

1 UserID* Forgot User ID
2 password* Forgot Password

3

Not yet a member? Sign up now

Or

Login with iAM Smart

More info >

One Time Password

<

Enter the 6 digits One Time Password that sent to your email to
sign in. The one time password will expire after 15 minutes.

2

Resend OTP (30s)

Step 2: Select one of the two factor authentications.

(Method a/b)

Two Factor Authentication

In addition to your User ID and password, please select a two factor
authentication for extra security.

a.

One Time Password
We will send a 6 digits one time password to your email

b. @

e-Cert

You will need to provide e-Cert pin and e-Cert file

e-Cert

=0

=

Upload the e-Cert file and enter the e-Cert Pin to sign in.

e-Cert File *

e-Cert Pin*
2

S

Click or drag file to this area to upload
or select your file

[ovwere |

1

3




2.3.2 Login with iIAM Smart

This sectionexplainshow to log in using iIAM Smart

Step 1

90 RH! Wmwex YNRUWS Ra6WR ~WEGC! qmloW

Step 2

Redirect to login with iAM Smart page.

Step 3

Scan the QR Code:
1. Open the iAM Smart app on your mobile device.
2. 90 RHAt WA A WA M thedadp dand dddb kthe @R code displaye

on the website.

Step 4

Direct to Landing page:

4a. If there is only one company associated with the account, the user wi
be automatically directed to the landing page.

4b. If there are two or morecompanies linked to the same iIAM Smar

account, the user should select the desired one first.

10



Login with iAM Smart

Step 1: Click “Login with iAM Smart”

Welcome Back!
Login to Computerised Transaction Record

User ID* Forgot User ID

Password * Forgot Password

Not yet a member? Sign up now

Or

Login with iAM Smart

More info >

Linked more than one companies
Step4b: Select the desired company first.

Organisation Selection

Organisation*

&

Organisation*

ABC Phar

ABC Pharmacy Ltd
Room 12, Level 2, Victory House, Mong Kok, Kowloon.

EEED PHARMACY COMPANY LIMITED
Rm. 1201, 12/f, Plaza, Lok Man Road, Causeway Bay, Hk

Ming PHARMACY COMPANY LIMITED
Rm. 1201, 12/, Plaza, Lok Man Road, Causeway Bay, Hk

\.

Step 2: Redirect to login with iAM Smart page

Log in with iAM Smart :

1. Please open iAM Smart App in your mobile

2. Tap the scan button in iAM Smart App

3. Scan the QR Code

Step 3: Scan the QR Code
1) Open iAM Smart app
2) Click “QR code scanner”

1m:06 ¢

<@

IR &2]

Scan QR code within the frame

Online services

O

Recent

2

[B Government e-Forms (GovHK)
Hot picks

Yue Sheng Shi (B &%) [octais )
Government Services and Data
Management Bureau of

Guangdong Province

Online Application for
International Driving
Permit

= QR code scanner

\

J

ab 4a. . .
Only a company, automatically redirect
Step 4: Redirect to Landing page
Computerised g Mome  TrnsactonManagement v Productnventory  UserManagement  Quick Links v B S ChenTeiMan 202507021730
y
Hello Tai Man
to C T Record

Transac
Draft Preparation

Organisation Information More

Landing page
Sample

e CHAN, Tai Man

pe Wholesaler

INTERNATIONAL LTD.

Addtional Warenous 52
‘Sulte 2002-05, 20/F; AIA Kowloon Towes, Landmark East, 100 How Ming Street,
Kwun Tong, Kowioon, Hong Kong

Addiions

Wan Cha, Hong Kong

Notification Centre

View Al
i You have 10 transaction drafts due for “Submission for approval” in
48 hours.

13 ming ago

& Incoming Law Change

5 mins ago

& Incoming Law Change

& Incoming Law Change

i You have 10 transaction drafts due for “Submission for approval” in
48 hours.

11



2.4 User Logimr Forgot Password

This section covers how can user login and retrieve their account when the password is
forgotten.

Stepl |90 RAL Wh VI NYIqib WY UWLqgY GWYNnWGEt t 5 Y1 |

Step 2 | Fill in the required information
a) UserID
by EG¢ ROWbIat JI kKt W UNRY qI JT WJIG ¢ R

Step 3 | Pop up message will inform user a Reset Password email has been sent.

Step4 |90 RHAt WAL 1Jq WA ddedivedemdilw Win | Y & Wa 6 1JW

Step5 |[f UGe qWUWUs WGet t sYI T Wgs RAEAJAWe U1 WHTR
*Password must be a minimum of 8 characters with a mix of uppercas
letters, lowercase letters, numbers and symbols*

Step 6 | After the pop-up message and email are displayed, the reset password ca
be used to log in.

12



User Login - Forgot Password

Step 1: Click “Forgot Password”

Welcome Back!
Login to Computerised Transaction Record

User ID* Forgot User ID

Password*

Not yet a member? Sign up now

Or

Login with iAM Smart

More info >

Step 4:
Click “Reset Password” from the received email.

Email Template

Dej ent of Heal
The Gowernment of the Hong Kong Specis! Administrative Regior

Dear <Name>,

WE recently received a password reset request for the
account with the UserlD: <User ID. To reset your
password, please click on the below button:

If the butten doesn't show up, please use this link instead:

If you did not request this change, please email us at

Yours sincerely,
The Computerised Transaction Record System Team

Hote

Please DO NOT

informatio

2025 © Departmentgaf Health

Step5:
Input new password twice, and click “Submit”.

Ll | |,

e

Must be a minimum of 8 characters with
a mix of uppercase letters, lowercase
letters, numbers and symbols.

Reset Password

Please enter your new password to reset your password.

New password *

, —)

Re-enter new password *

2 @

Step 2: Fill in the required information

a. UserID
b. Email (user’s registered email address)

Forgot Password

Please enter your User ID and Registered Email to reset your
password.

UserID*

Registered Email*

b

Back

Step 3:
Pop up message to inform a Reset Password email
has been sent.

Forgot Password

A link to Reset Password has been sent to your
email

Step 6:

After the pop-up message and email are displayed, the

reset password can be used to log in.

Department of Health Email Template

The Gausrmment af the Hong Keng Special Administrative Regiar

Dear <Name>,

We are pleased o inform you that your password has
been successfully created. You may now login to your
account with your password.

If the button doesrit show up, please use this link instead:
Click here to access the link

Reset Password Pop-up message

Success
Your password has been reset

13



2.5 User Logint Forgot User ID

This section covers howusers canretrieve their account whenthey forget their User 1D

Stepl |90 RHAL W[ YI PUqWOt I Wf 2 wWYUWaqVYGWY™n LW

Step 2 | Pop up message will inform useto contact Drug Office with authorised email
to recover the username.

User Login - Forgot User ID

Step 1: Click “Forgot User ID”
Step 2:
Pop up message to inform user to contact Drug
Office with authorised company email to recover
the username.

Welcome Back!
Login to Computerised Transaction Record

User ID* Forgot User ID
Forgot User ID

Password* Forgot Password Please contact Drug Office with your authorised company email to
recover the username.

Not yet a member? Sign up now

Or

@ Login with iAM Smart

More info >

14



2.6 Landing Page

This section shows what functions are theren the landing page of different user types.

2.6 (1) Authorised user

Authorised user

Allows users to view or search for
drug dealers and products via quick

Manage users links provided by the Drug Office

Allows you to go See product inventory
Notifications g o o
to the 4 green Profile viewing/
sections below settings/ logout
¥ m’:f:;:;‘:.w' ] Home v Product Inventory User Quick Links B & ChanTaiMan 202507.0217:30 Allows
Allows creation of authorised users
new drafts and to approve
viewing of drafts I drafts submitted
ello Tal Man,
! by company
Welcome to Computerised Transaction Record
Allows to search P users
your transactions "
5 4 Transaction [F) Trensaction Transaction Allow
with different Advance Search Draft Preparation Draft Approval AT
conditions viewing of
submitted
Organisation Information More Notification Centre View All transaction
status
Name: CHAN, Tai Man Account Role: Authorised User ‘ 1 Transaction draft, invoice No.: 02376584 was approved.
License Type: Wholesaler e Nor /A 2002 D:Videy 2ge
skt You have 10 drafts that are due to be submitted and
i You have 10 transaction draf at are due to be submitted an . .
This section Hl::m"a INTERNATISRAKETD, ‘ - approved in 48 hours This section
Address: 2 s il
shows your RM. 1401, 14/F, WATERLOO PLAZA, 53-55 WATERLOO ROAD, YAU MA TEI, KLN D2 daye a0 acts as email
organisation [hdditional Warehouse Address 1 JA 0 inbox to
Information 5{‘;::‘;’?‘;&%’ Tower, 5 Gloucester Road, ‘ 1 Incoming Law 137 & Law138 Change receive
Additional Warehouse Address 2. Sdagrang d|fferent
Suite 2002-05, 20/F, AIA Kowloon Tower, Landmark East, 100 How Ming Street, updates /
K::" T“"“"' P "':':" Kong, ‘ i Transaction draft, invoice No.: S03454674 was rejected. notifications
Additional Ware se Ad
Room 2001-2002, 20/F, Dah Sing Financial Centre, 248 Queeris Road East, Vdey 800
Wan Chal, Hong Kong
‘ 1 Please provide supply statistics data to Drug Office.
D 4 days ago

2.6 (2) Alternative AuthorisedJser/ Company User

Alternative Authorised User / Company User

Allows users to view or search for
drug dealers and products via quick

Manage users links provided by the Drug Office

Allows you to go See product inventory
to the 4 green Notifications  pofjje viewing/
sections below l settings/ logout
W e il Home  Transaction Management ~  Product inventory v User Management Quicklinks v M & WongSiuMing 202507-0217:30
Allows creation of 4

new drafts and

viewing of drafts
Hello Tai Man,
Wael | : . e
toC ised Ti
Allows to search . All.ow
Your transactions o viswing of
with different Advance Search Draft Preparation ransaction Recor Smelﬂ?d
conditions transaction
status
Organisation Information More Notification Centre View All
Name: Wong Siu Ming Account Role: Company User | 1 Transaction draft, Reference : S02376584 was approved.
License Type: Wholesaler jlosise o :gﬁ:gg 2y
ket You have 10 transaction drafts that are due to be submitted and
HUKONG INTERNATIONAL LTD. l 1 You have 10 transaction drafts are due to be submitted an . .

i i ed in 48 h This section
This section Address: approved in 48 hours i
shows your RM. 1401, 14/F, WATERLOO PLAZA, 53-55 WATERLOO ROAD, YAU MA TEI, KLN DTN ac?s as email
organisation [ Additional Warehouse Address 1 a inbox to
Information 5‘:‘:’:‘"’:‘&.;:,'1&":; Towsg5 Bluogsier Hoad, | 1 Incoming Law 137 & Law138 Change receive

. e - © 3 days age different
Additional Warehouse Address 2:
Suite 2002-05, 20/F, AIA Kowloon Tower, Landmark East, 100 How Ming Street, updates /
Kwun Tong, Kowloon, Hong Kor PR
e O | Transaction draft, invoice No.: S03454674 was rejected. notifications
Additional Warehouse Addr S
Room 2001-2002, 20/F, Dah Sing Financial Centre, 248 Queen's Road East, - =
Wan Chai, Hong Kong
| 1 Please provide supply statistics data to Drug Office.
| 9 4 days ago

15



2.7 User: Account Settings

This section covers what functions are there in settings

2.7 (1) My Profile

This page contains personnel information as well as the information of their respective
company. The status of iIAM Smart authentication is also seen. Only certain information
(Job title/ Phone Number/ Fax number) can be edited. To modify the other information,
please contact Drug office

Account Settings >

Account Settings
Personnel information

Organisation Name
HUKONG INTERNATIONAL LTD.

Business Registration Certificate Number
12345678-001

Click to Edit Job
& My Profile > My Profile @— title/ Phone number
/ fax number
Account Role Personnel Name
> Generate Server Token > Company User Wong Siu Ming
(%) Change password > Organisation Email User ID
taiman123@hukong.com.hk chanmandt
‘@ Bind your "iAM Smart” >
Job Title Phone Number Fax Number
¢ Bind your "e-Cert' > Manager 21492767 22335566
E, Sign out account Organisation Name Business Registration Certificate Number
HUKONG INTERNATIONAL LTD. 12345678-001 Personnel
License Number Address information
1/2A/2032 RM. 1401, 14/F, WATERLOO PLAZA, 53-55 WATERLOO ROAD,
1/1A/2033 YAU MA TEI, KLN
iAM Smart Authentication Activated iAM smart
Yes . .
Authentication status
Account Settings >
Account Settings
£ My Profile N Edit My Profile
Certain data cannot be edited directly on this page.
h Please contact the drug office if you require modifications to that information.
& Generate Server Token >
Account Role Personnel Name
{3 Change password Company User Weng Siu Ming
& Bind your 1AM Smart" Organisation email User ID
taiman123@hukong.com.hk chanmandt .
2 Bind your e Cert’ Only Job title/
Job Title* Phone Number * Fax Number — Phone/ Fax
Manager 21492767 22335566 number editable
[3» sign out account

License Number Address

1/2A12032 RM. 1401, 14/F, WATERLOO PLAZA, 53-55 WATERLOO ROAD,
1/1A/2033 YAU MA TEI, KLN

AM Smart Authentication Activated

No

Cannot save if nothing

Press cancel to exit S |
without changes 4*‘ Cancel m is changed, press

cancel to exit
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2.7 (2) Change User Password

User can change their password in account settings. Users first enter their current
password then enter the new password twice to confirm change of password. User will
be redirected to login page to login again after the password is changed

*Password must be a minimum of 8 characters with a mix of uppercase letters,
lowercase letters, numbers and symbols*

Change Password

unt Settings

Account Settings

Change Password

& My Profile >
Please change your password every 90 days, otherwise your account will be locked.

» Generate Server Token > Jrent Password *
% Change password > @

Create a minimum 8 characters of
§ Bindyour "iAM Smart” > New Password * @ password with a mix of uppercase letters,
lowercase letters, numbers, and symbols

& Bind your "e-Cert" > @

[> Sign out account >
@

After entering the current password and
the new password twice.

Account Setting:

Account Settings

Change Password

& My Profile

Please change your password every 90 days, otherwise your account will be Jocked.
2> Generate Server Token
(2) Change password > @
& Bind your "IAM Smart” > New Password * @
« Bind your "e-Cert" > e

ter New P i
[ sign out account >
@

Clear all entered - Save to confirm
information. et change of password

Password successfully changed

Password has been changed.
Please login again.

Inform the user to log
out and then log in using
the new password.
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2.7 (3) Bind with iIAM Smart

Users can bind to iAM Smart account to allow login with iAM Smart rather than One Time
Password or eCert after successful binding.

2.7 (3a) Binding
Stepl (90 RHAt W7 RUT WqYWR ~WEG¢! quwlUYs wioW

Step 2 | Redirect to login with iIAM Smart page.

Step 3 | Scan the QR Code:

1. Open the iAM Smart app on your mobile device.

2. 90 RHAt WA A WA M thedadp dand dddb kthe @R code displaye
on the website.

Step 4 | Afterthe pope GLUG It + ¢ PIJWe UT WG ¢ RO We !l YWl R
b eAADt tnedd! WqYWbBLR ~WEGC! qwlO
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Bind with iAM Smart

Step1: Click “Bind to iAM Smart now”

Account Settings >

Please click the "Bind your “iAM Smart” now" button below to bind the existing user account with “iAM Smart”

Account Settings
2 MyProfile 5 Bind your "IAM Smart’
&> Generate Server Token >
2 -
) Change password > e
& Bind your "IAM Smart’ >
& Bind your "e-Cert" >

[ Sign out account

Step 2: Redirect to login with iAM Smart pagew
4]

Smart

Log in with IAM Smart :

1. Please open iAM Smart App In your mabile

2. Tap the scan button in iAM Smart App

3. Scan the GR Code

Step 3: Scan the QR Code
1) Open iAM Smart app
2) Click “QR code scanner”

o T @

11:06 6
<@ Fommasen
D s
— Aifm‘--.:z:;?é;“
@ 85 @ Ii
W mmSsart p
(Lo

Scan QR code within the frame

Online services

= ) ]

Al Recent

[F Government e-Forms (GovHK)
Hot picks
Yue Sheng Shi (B4 )

Government Services and Data
Management Bureau of
Guangdong Province

Online Application for
International Driving
Permit

= QR code scanner

Step 4:
After the pop-up message and email are displayed,
user’s account is bound successfully to “iIAM Smart”.

Successfully Bound

Your "iAM Smart" account has been bound successfully. You
can login to the system with “iAM Smart” in the future.

—

Email Template

Dear <Name>,

You have successfully bound your account to "IAM Smart". You may log in to the
system with "IAM Smart" in the future.

Yours sincerely,
The Computerised Transaction Record System Team

Note

Please DO NOT reply to s email. Shouid you noed any Rt infonmation, plesse smail ci_inlo@dh.govhi
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2.7 (3b) Unbinding

Stepl [[ | YO LWa6 1JWt
GehWwynuwodU

Dwa WU wWYnw #H#HEY2UqWEWG

RT
ARUT W! Yel| WbR ~WEGE!] qmwltO

Step2 |90 RAt Wh OUARUI WmwbR ~WEGE! quwwWlUYs k 1O

Step 3 | After the pope G G It + ¢eNWW ¢ UT WIJGeRGLWE ! 13LW
c2UAY2U0T Wt eH#ADtt nedd! WgVYWsLR ~WEGECEI

Unbine iAM Smart

Step1: Click “Bind your “iAM" from the side menu to access page of Unbind your “iAM Smart”.
Step2: Click ‘Unbind “iAM Smart” now’

Account Settings >

Account Settings

2 MyProfile 5 Unbind your "IAM Smart”

This account is already connected with an iAM Smart Account.

&> Generate Server Token > 2
Unbind your “iAM Smart’ now
>

{3 Change password

& Bind your 'iAM Smart" > |

< Bind your "e-Cert" >

5+ sign out account

Step 3:
After the pop-up message and email are displayed,
user’s account is unbound successfully to “iIAM Smart”.

W

° Dear <Name>,

“You have suceessfully unbound your account from “iAM Smart”. You can bind your
account to "IAM Smart" again in the future via ‘Account Seftings” page

Email Template

Successfully Unbound

You have unbound your account from "iAM Smart" Yours sincerely,
successfully. The Computerised Transaction Record System Team

Noto
Please DO NOT reply ta this email. Should you need any furiher informatian, please email ct_infa@dh.gav.hk.
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2.7 (4)Bind with e-Cert

Users can bind toe-Cert to allow login withe-Certrather than One Time Password dAM
Smartafter successful binding.

2.7 (4a) Binding

Step 1 | From the side menu ofAccount Settings cii R Ht LHh 7 ROUJ | Ldj vYke |
Step 2 | Upload your eCert file.

Step 3 | Fillin your eCert Pin

Step 4 | Click sbEbmitks HO

Step5 | Afterthepope GLIG I3+ + ¢ PIIWe UT WG ¢ RaWe !l Wi R

t e AL e-€drtd OLWa Y Wb
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Bind with e-Cert

Account
Account Settings
& My Profile > Bind your "e-Cert”
Please upload the e-Cert file and enter the e-Cert Pin to bind your existing user account with ‘e-Cert".
% Generate Server Token > e-Cert Flle*
& Change password >

Step1: ¥ B our Wt smarr s % Step2:

Click * Bind your ansopmpmemensy ——rgopload your
“e-Cert"’ w fle e-Cert file

B Sgnoutac

ecentpint Step3:
—=Fill in your e-

Cert Pin

Account Settings

Account Settings

& MyProfile 5 Bind your “e-Cert
Please upload the e-Cert file and enter the e-Cert Pin to bind your existing user account with "e-Cert”
> Generate Server Token > eCert File ™
(@ Change password > ® Ecenpi2 o
200K8
¥ Bind your "IAM Smart” >
e-Cert Pin*
& Bind your "e-Cert’ > e, )

B siriout scoount FSIep&

Click to submit

Step 5:
After the pop-up message and email are displayed,
user’s account is bound successfully to “e-Cert”.

S smeme Email Template

Dear <Name>,

You have successfully bound your account to “e-Cert”. You may log in to the system
Successfully Bound Wkt “e.Cart* I the fulire.
Your "e-Cert" has been bound to the account successfully. You

can login to the system with "e-Cert" in the future. Yours Sincoroly.

The Computerised Transaction Record System Team

Done Nota
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2.7 (4b) U

nbinding

Step 1

From the side menu of Account Settingsci R #t LWh 7 ROOJ | L} HYke |

Step 2

90 RHt WH OU FMRU Iqlid LYY 5Lt b1J

Step 3

After the pope GW G It + ¢NUW ¢ Ul WWaGecRGWEe! 1w

c2UHAY2UT W 2 #EGIIN qasdol ! WY Wbl

Unbind e-Cert

Account Settings
Account Settings

2 My Profile > Unbind your "e-Cert

This account is already connected with an “e-Gert”

&G Generate Server Token >
Unbind your "e-Cert” now *Current e-Cert will be expired on 2025-09-30
a >

Change password

Step'l: & Bind your "IAM Smart’ >
C||Ck ' Blnd your . & Bind your "e-Cert’ > |
“o-Cort” Step2:
[ Sign out account Click ‘Unbind your

“e-Cert” now’

Step 3:
After the pop-up message and email are displayed,
user’s account is unbound successfully to “e-Cert”.

Email Template

° Dear <Name>,

You have successfully unbound your account frem "e-Cert". You can bind your
account to “e-Cert” again in the future via ‘Account Settings” page.

Successfully Unbound

You have unbound your account from "e-Cert" successfully. Yours sincerely,
The Computerised Transaction Record System Team

m et
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2.7 (5) Server Token

Authorised users can generate/ terminate/ regenerate a onéime server token of128
number digits for API connection to authenticate requests.

2.7 (5a) Generate Token
Step 1 | Access Account Settings, clickb] WUl ¢ q U WE W] 2 31 WNYt

Step 2 | Click the green "Generate Token" button to create a oreme server token

consisting of 128 characters.

* Token can only be copied after pressing the "Copy" button.
* Token will not be displayed again once the user leaves tlwairrent page.

* Token will expire after 90 days.

Generate Token

Step1: Access Account Settings, click “Generate Server Token” from the side menu.
Step2: Click the green ‘Generate Token’ button.

Account Settings >

Account Settings

Generate Server token for API connection approach

& My Profile >
1 1. Press "Generate Token" to generate a one-time server token.
&> Generate Server Token > | 2. Copy the 128 characters of generated token and add it to the appropriate API request as needed to authenticate the request.
@ Change password > *Please only share the token with your respective IT team for the permission on the use of API
2

& Bind your "iAM Smart” >
Generate Token
& Bind your "e-Cert" >

[> sign out account

WV

Generate Server token for API connection approach

& My Profile >
1. Press “Generate Token" to generate a one-time server token.
& Generate Server Token > 2. Copy the 128 characters of generated token and add it to the appropriate API request as needed to authenticate the request.
C\ Change password > *Please only share the token with your respective IT team for the permission on the use of API
& Bind your "iAM Smart’ >
3spotvaMIMQIVVQMIltRI1wb7 TBmcSKRy+6uk=2Kh E— "Copy" button
> Bind your "e-Cert >

*Make sure to copy your token now as you will not be able to see this again

Please copy and save the token, as
‘ Regenerate Token it will not be displayed again once
= the user leaves the current page!!!

[ Sign out account

Remind: Token will expire after 90 days. Need to regenerate it later.
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2.7 (5b) Regenerate Token

Token would not be displayed when user leave the page and-eater the page again. User
will have to regenerate a token and terminate their current one.

Step1l |Getbacktoq 6 WIWwb] WO ¢ qUWEN!I 2131 WNYt JUwUW

Step2 (90 RAt WHAUINLWUUI ¢ qUWNYt WUwWe UOT 31 UJE

Step3 | Confirm regeneration

*** New token will appear Please copy and save again.

Regenerate Token

Step1: Get back to the “Generate Server Token” page.
Step2: Click the white ‘Regenerate Token' button.
Account Settings >

Account Settings

Generate Server token for API connection approach

& My Profile >
1. Press “Generate Token" to generate a one-time server token.
1| % Generate server Token { 2. Copy the 128 characters of generated token and add it to the appropriate API request as needed to authenticate the request.
& Change password > *Please only share the token with your respective IT team for the permission on the use of AP
& Bind your "iAM Smart" >
“Current token expiry date on 2025-09-30 17:3000
& Bind your "e-Cert" > 2

Regenerate Token

B+ sign out account

Step3: Confirm regeneration.

Regenerate token will terminate your current token

Click to cancel [ 1 Click to confirm
i Cancel i
the regeneration regeneration

New token will appear.

2 My Profile 5 Generate Server token for APl connection approach

1. Press "Generate Token" to generate a one-time server token.

G Generate Server Token N 2. Copy the 128 characters of generated token and add it to the appropriate API request as needed to authenticate the request
) Change password > “Please only share the token with your respective IT team for the permission on the use of AP
@ Bind your “iAM Smart’ >
3spOtvIOMIMQIVVQGMIltRITwWb 7Tl "Copy" button
> Bind your "e-Cert’ >
*Make sure to copy your token now as you will not be able to see this again

Please copy and save the token, as
Regenerate Token it will not be displayed again once
: g the user leaves the current page!!!

[Z Sign out account

Generate Server token for APl connection approach

£ My Profile >
1. Press “Generate Token" to generate a one-time server token.
&> Generate Server Token > 2. Copy the 128 characters of generated token and add it to the appropriate AP| request as needed to authenticate the request,
(3 Change password > “Please only share the token with your respective IT team for the permission on the use of API
& Bind your "iAM Smart” >
Terminate Current Token *Current token expiry date on 2025-09-30 17:30:00 After |eft once
& Bind your "e-Cert’ >

Regenerate Token

[3 sign out account

Remind: Token will expire after 90 days. Need to regenerate it later.
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2.7 6¢) Terminate Token

End ordeactivate a token to revoke its access or functionality within the system.

Stepl |] DqWH¢ At WaVY Waé WWms] WU ¢ qWEI 2131 LW

Step2 |Click/bNIJI G RUE qUWNY 't JUw

Step3 | Confirm termination.

& My Profile

Terminate Token

Step1: Get back to the “Generate Server Token” page.
Step2: Click the green “Terminate Token” button.

Generate Server token for API connection approach

1

> Generate Server Token

@ Change password
& Bind your "iAM Smart”

< Bind your "e-Cert"

[5» Sign out account

Click to cancel

the termination.

Account Settings >

Account Settings

My Profile

Qo

&> Generate Server Token
(& Change password
& Bind your “iAM Smart*

= Bind your "e-Cert

[2+ Sign out account

>
1. Press "Generate Token" to generate a one-time server token.
>| 2. Copy the 128 characters of generated token and add it to the appropriate API request as needed to authenticate the request.
> *Please only share the token with your respective IT team for the permission on the use of API
2
en *Current token expiry date on 2025-09-30 17:30:00
> —_—
| Regenerate Token
Step3: Confirm termination.
Current token will be terminated
) Click to confirm
Cancel Next . .
termination.
N Generate Server token for APl connection approach
1. Press "Generate Token” to generate a one-time server token.
> 2. Copy the 128 characters of generated token and add it to the appropriate API request as needed to authenticate the request.
> *Please only share the token with your respective IT team for the permission on the use of API.
’ .
Generate Token If needed, the user can generate the token again.
>
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2.7 (6) Account Log out

Users can sign out oficcount in account settings page

Step 1

90 RHI WHERNUWYzqWecHHAY 2 Ugwlinl YO Waqd I

Step 2

Confirm sign out

Account Logout

Step1: Click “Sign out account” from the account settings page

Account Settings >

Account Settings

£ My Profile >
@ Generate Server Token >
(8 Change password >
& Bind your "iAM Smart’ >
2 Bind your ‘e Cert' >

| [+ sign out account

Click to sign out

My Profile
Account Role
Company User

Organisation Email
taiman123@hukong.com.hk

Job Title Phone Nurnbes
Manager 21492767
Organisation Name

HUKONG INTERNATIONAL LTD.

icense Number

Persannel Name
Wong Siu Ming

User ID
chanmandt

Fax Number

22335566

stration Certificate Number

Address

RM. 1401, 14/F, WATERLOO PLAZA, 53-55 WATERLOO ROAD,

112472032
1/1A/2033 YAU MA TEI, KLN
AM Smart Authentication Activated
Yes

Sign Out

Confirm to sign out?

‘ Close

Step2: Click

‘@__to confirm
sign out
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2.8 Authorised User: Add company user

This section guides authorised users to add/ approve company users to the system

Step 1

90 RHL WOt WI W~¢cUeNPUOWUgwWRUOWGeUT RU

Step 2

90 RHt WmwpeWwol 3¢ qllWbantdsida ofthéldaige s 1J Wa Y G LU

Step 3

Fill in the account information:

a)
b)
C)
d)
e)

f)

Personnel name

Job Title

Phone number
Company user email
User ID

Fax Number (optional)

Step 4

Preview application information.

Step 5

Submit and confirmation.

GGiuRHACc Uq Wel

Js WWHY 0 G¢ U!

Wwe t 131

b Ws R G WI

JHIJR2 IJWe U
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Authorised User: Add company user

Step1: Click “User Management”

= Computerised
"

Transaction Record Home  Transaction Management Product Inventory v

Quick Links & & chanTaiMan 202507-0217:30

Hello Tai Man,
Welcome to Computerised Transaction Record

Transaction M Transaction Transaction
Transaction Record
@ Advance Search Draft Preparation ° Draft Approval @ o

Organisation Information More Notification Centre View All

S

Name: CHAN, Tai Man Account Role: Authorised User 1 Transaction draft, invoice No.: $02376584 was approved.

User Management

User Management Step2 Click “+ Create Usel‘"4@

All Users.

~ Action

Active  Disabled

Nur Job Ti Account Role ~

Name, Phor .
~ . 3 3 R ’ Phone A
n User Stats & | Personnel Name 4 | Account Role 4 | JobTitle 4 | Email 4 | Nomber ¥ m

| Active Chan Tai Man Authorised User Manager chan tm@drugtrade com.ik 21492767 71492767

| [hsiive Leung Hel Alternative Authorised User  Manager leung hei@drugtrade.com hk 21492768 21402767

] [Active Waong Ka Hei Alternative Authorised User  Manager wong.c@drugtrade.com. hk 21492769 21492767

| DAsiive Chan Siu Ling Company User Olerk chan.si@drugtrade. com. hk 21493001 21492767

| Active Chan Ka Chun Company User Clerk chan ke@drugtrade.com hk 21493002 21492767

| [Aciive Cheng Tse Ching Company User Clerk cheng ic@drugtrade com.hk 21493008 21492767
1120112 1>

Step3: Fill in the account information

User Management > Greate Company User Account s I
Create Company User Account amp e a. Personnel name
b. Job Title
@ Account Information 2 Application Preview ¢. Phone number
d. Company user email
- e. UserlD
Account Information f. Fax Number (optional)
@ personnel Name (English) * B o e
Wong Siu Ming Clerk.
€ Phone Number * § Fax Number
$1235831
d’ mpany User Email® @ User ID*
wongsiuming123@demapharmacy.com.hk ‘wengsiuming
Click “Next step”
Cancel to preview the
filled information
Step3:
Submit and confirmation . .
Step4: Preview application information Applicant (New company user) will
- . | o receive a “Create password email” after
Create Company User Account the submission.
Account Created fig o ofteatn Email Ffemplate
@ Accoun information @ sopiication Preview Rocount cregied and activted e
Oear <tamer,
::b\x:nm Preview Thank you for signing ug Your appcation has been

Fy ‘approved. Please create a naw passward for your
acsount by elicking the *Create Password” bution, The
bk wil exgiee i 7 callendar days.

Personnel Name (Engli i
Personnel Nome: Ghan Tai Man
Wong SiuMing Gk User D chan_taLman
Phone Number ax Number Submit Account Role: Manager
91235831
Conifirm to submit this application? ——
Gompany User Email User D
‘wongsiuming123gdemapharmacy.com. hk wongsiurming i the bton doesr shav up,please s this link insisad
e o sccess the ik

For onquirers, pleasa contact aur support team at

Vaurs sincerely.
Back TheComputaise Transaction Record Systers Tea
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2.9 Authorised User: Edit Company Account

Step 1 | In user management, select theiarget user on the lefthand side.

Step2 |[f Ul HaqRYUmwAWRIRAL WhET Rqw

Step 3 | Edit selected information:
Job title / Phone / Fax Number

Step 4 | Save and confirm thechanged information.

Authorised User: Edit Company Account

User Management

User Management + Create User

Allsers
3|
i —

Transfer Role

Account Role

Disable User

A A . + | Phone .
PelsonnelNime % | Account Role % | Job Title % | Organisation User Email * w

Active Chan Tai Man Authorised User Manager chan tm@drugtrade.com.hk 21492767 21492767
Active Leung Hei Alternative Authorised User  Manager cheung km@drugtrade.com.hk 21492768 21492767
Step1 . []  Active Weng Ka Hei Alternative Authorised User ~ Manager wong.c@drugtrade com hk 21492760 21492767
1
Se IeCt t he Active Chan Siu Ling Company User Clerk chan.sl@drugtrade com.hk 21493001 21492767
target user.
I} Active Chan Ka Chun Company User Clerk chan. kc@drugtrade.com.hk 21493002 21492767
Active Cheng Tse Ching Company User Clerk cheng.te@drugtrade.com.hk 21493003 21492767
1120f12 1 > 2
User Management > View User Account > Edit User Account S |
Edit User Account p
Account Role
Company user
Personnel Name Job Title *
Chan Ka Chun Clerk Only Job title/
Phone/ Fax
e S number are
21493002 21493555 edltable
Organisation User Email Jser 1D
chan.kc@druglrade.com.hk chankachun

Step4:
concel | Save and confirm the changed information

1
Save
Confirm to save edited account?
2
]

Click to save

Saved Cancel

User account information saved.
3
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2.10 Authorised User: Activate/ Disable User

2.10(1)Authorised User: Disable User

Step 1 | Inactive list of user management, select the target user on the lefhand side.

Step2 [f Ul AqRYUwmAWHRIRHAL Wh?2RE ¢ HO D Wet I K
Need to provide reason for disabling user

Step 3 | Provide reason for disabling user

Step 4 | Confirm action.

*Will have anEmail Notification of Disable

Authorised User: Disable User

User Management

User Management + Create User

Allusers

Transfer Role
o Num Account Rolle v 2

Step2: Click to
Disable user

Disable User
B usersiatus & | PersonnelMame 4 Job Title 4 | Organisation User Email & | Fnone T rexmumun
Active Chan Tai Man Authorised User Mznager chan.tm@drugtrade.com hk 21492767 21492767
Active Leung Hei Altemative Authorised User  Manager cheung km@drugtrade com hk 21492768 21492767
Ste p'l H Active Wong Ka Hel Altemative Authorised User  Manager wong.c@drugtrade.com.hk 21492769 21492767
Select the
Active Chan Siu Ling Company User Clerk chan.si@drugtrade.com.hk 21493001 21492767
target user.
Active Chan Ka Chun Company User Clerk chan ke@drugtrade.com hk 21493002 21492767
Active Cheng Tse Ching Company User Clerk cheng to@drugtrade.com.hk 21493003 21492767
1120112 1>

¢ Inform user that the account is disable and its

reason for disablement.
. Email Template
Disable User

Department of Health
e Gomn

Arwtnt o the Heng K Spacal Admimraing Region

Confirm to disable the selected user(s)?
Dear <LT User Name>,

Reasons of Disablement * We regret to inform you that your account has been
disabled due to the following reason(s):

Step3: Enter
reason for ———
disabling user.

<Reason for Disablement>

For enquirers, please contact our Support team at
ctr_info@dh.gov.hk

Yours sincerely,
The Computerised Transaction Record Systam Team

Confirmation e

Please us Edge version 109, Firefox version 108, Chrome version 100,
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2.10 (2) Authorised User: Activate User

Step 1 | Indisabled list of user management, select the target user on the lefhand
side.

Step2 |f Ul Haq R YRauRaALHG IRHA LR K

Step 3 | Confirm action.

Will have anEmail Notification of Activation.

If there are already three active company users, the activation will not be successfuh
this case, a popup message will appear, notifying/ou of the limitation.

Authorised User: Activate User

User Management

All Users

nm A y

Step2:
Click to
activate user

Step1: Disabled Wong Ka Hei Alternative Authorised User  Manager 21492769 21492767
Select the Dissbled Chan Siu Ling Gompeny User Clerk 21493001 21492767
target user.
Disabled Chan Ka Chun Company User Clerk. 21493002 21492767
Disabled Cheng Tse Ching Company User Clerk cheng to@dnugtrade.com hk 21493003 21492767
T-40f4 1 > bl

J

Inform the disable user that the account has been
reactivated and is now available for use.
Activate User
Email Template

Confirm to activate the selected user(s)?

Cancel m—— Step3: Dear < Name of Disable User>,
Confirmation

We d to inform you that your account has been successfully reactivated.
You jog in and continue using our services.

If you require assistance, please contact our support team at cr_In‘oieh. gov.hk

Yours sincerely,
The Computerised Transaction Record System Team

If there are already three active company users, the activation of
a new user will not be successful.

Only 3 company users can be activated at the same time,
please disable 1 or more person or contact Drug Office for
further assistance.
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2.11 UserRoleconversion
2.11.1 Transfer User Rol¢Performed by AU)
2.11.1 (1)Authorised User (AU): Transfer User Role

Step 1 | Inactive list ofuser management, select the targetiser on the lefthand side.

Step2 |[f Ul AqRYUwAWRGRAL WBNI ¢ Ut nJI WAYG

Step 3 | Provide reasons of role transfer.

Step4 | Confirmation

Upon completing the role transfer, both users will be logged out of the system. Thegn
log back in to view the changes in their rolesaccess permissions, andreceive an emalil
notification confirming the role transfer.
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